WASHINGTON STATE PATROL
ACCESS USER ACKNOWLEDGMENT

Intreduction

Since its inception, the National Crime Information Center (NCIC) has operated under a
shared management concept between the Federal Bureau of Investigation (FBI) Criminal
Justice Information Services (CJIS) Division and state users. The NCIC Advisory Policy
Board established a single state agency in each state to assume responsibility as the NCIC
CJIS Systems Agency (CSA) for all agencies within the state. The CSA is responsible for
the planning of necessary hardware, software, funding, security, auditing, and training of all
authorized agencies within the state for complete access to FBI CJIS systems data services.
The Washington State Patrol (WSP) Criminal Records Division (CRD} Administrator is
designated as the NCIC CJIS Systems Officer (CSO). The FBI CJIS Division requires the
C50 to manage the following:

Operational, technical, and investigative assistance to NCIC users
Telecommunications lines to a state interface

Legal and legislative review of matters pertaining to NCIC

Timely distribution of information related to all aspects of NCIC system usage by
means of the NCIC Operating Manual, CJIS Security Policy, Technical and
Operational Updates, and related documents

Training and training materials to all participating agencies

System security to include physical security, personnel, and all technicai aspects of
security as required with the CJIS Secunty Policy
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The following documents are incorporated by reference and made part of this user
acknowledgment:

Washington Crime Information Center (WACIC) Manual

A Central Computerized Enforcement Service System (ACCESS) Manual
CJIS Security Policy

U.S. Code of Federal Regulations, Title 28, Part 20

Applicable federal and state laws and regulations; ACCESS/WACIC rules,
regulations, and policies as recommended by the ACCESS Section
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Primary Connection and Originating Agency Identifier (ORI} Issuance

All agencies that inquire on or enter data into ACCESS must have a primary connection to
ACCESS and a signed WSP ACCESS User Acknowledgment on file prior to adding
secondary connections such as regional management systems. Agencies must ensure that
all system use through both the primary or secondary connections remain in compliance
with ACCESS and FBI CJIS rules.

The CSO will coordinate the assignment of new ORI numbers, the change in ORI location or
address, and any other changes, cancellations, or retirements of ORls accessing
WACIC/NCIC. The assignment of an ORI to an agency is not a guarantee of access to the
state and federal systems. The CSA makes the final determination of who may access
WACIC/NCIC based con the standards provided by the CHIS Security Policy and
determination of an agency’s administration of criminal justice. Any requests for additional
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ORIs by an agency will be approved by the WSP ACCESS Section Manager after
verification during a review audit of agency compliance. See ACCESS Manual Additional
ORI Request Section for more information.

Administrative Responsibilities

The agency shall respond to requests for information by the FBI CJIS Division or ACCESS
in the form of questionnaires, surveys, or similar methods, to the maximum extent possible,
consistent with any fiscal, time, or personnel constraints of that agency.

All agencies are required to have formalized written procedures for the following, if
applicable: validations, hit confirmation, criminal history use and dissemination, ACCESS
misuse, record entry (for all record types entered into WACIC and NCIC), background check
re-investigations, password management, and wireless device usage.

The CSO provides system training to agencies accessing WACIC/NCIC through the state
computer system. f employees are using inquiry only functions, they must attend Level |
certification training. Employees entering information into the NCIC/WACIC system must
attend Level |l certification training. All certifications must be renewed biennially. All staff
who manage ACCESS users and are not ACCESS certified must view the Peer Training
Module online and sign the signature log, which must be kept at the agency for review
during the triennial ACCESS audit.

A Terminal Agency Coordinator {TAC) must be assigned for each terminal agency. This
person is the point of contact (POC) for the agency. A TAC must maintain a Level |l
ACCESS certification. The TAC retains the responsibitity of ensuring his/her agency is in
compliance with state and FB! CJIS Division policies and regulations. A TAC must attend
TAC training once during the triennial audit cycle. The TAC is required to read and follow
the duties as defined in the TAC Guide.

For those agencies providing ACCESS services through regional computer systems to
outside agencies, the TAC shall be responsible for the dissemination of all administrative
messages received on the 24 hour printer to those agencies.

The CSO provides the criminal justice community with the current ACCESS Manual, WACIC
Manual, NCIC Operating Manuaif, NCIC Code Manual, and CJIS Security Policy. Manual
updates are provided on a quarterly basis. The agency shall incorporate such changes
upon receipt. Information is provided via email and can be found on the ACCESS website at
the following link:

http://www wsp.wa.gov/_secured/access/access.him

. Criminal History Record Information (CHRI} Responsibilities

Each agency shall conform to system policies, as established by the FBI CJIS Division and
ACCESS, before access to CHRI is permitted. This will allow for control over the data and
give assurance of system security.

1. The rules and procedures governing terminal access to CHRI shall apply equally to
all participants in the system

2. All criminal justice agencies with ACCESS terminals and access to computerized
CHRI data from the system shall permit an FBI CJIS Division or ACCESS audit team
to conduct appropriate audits. Agencies must cooperate with these audits and
respond promptly
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3. All terminals interfaced directly with the ACCESS/WACIC/NCIC systems for the
exchange of CHRI must be under the management control of a criminal justice
agency, as defined by the CJIS Security Policy

4. All agencies must ensure they provide all required information when running criminal
history checks. WSP retains access to all agency criminal history logs through the
ACCESS System. Secondary dissemination of criminal history must be logged by
the agency

V. Record Entry Responsibilities

Record Quality

Criminal justice agencies have a specific duty to maintain records that are accurate,
complete, and current. ACCESS recommends agencies conduct self audits as a means of
verifying the completeness and accuracy of the information in the system. These self
assessments should be on a continual basis to ensure both quality assurance and
compliance with standards. Errors discovered in NCIC records are classified as serious
errors, form errors, or an error trend.

Serious errors; FB1 CJIS will cancel the record and notify the entering agency via
administrative message. The message provides the entire canceled record and a
detailed explanation of the reason for canceilation.

Form errors or error trends: The CSA notifies the ORI by letter of the corrective action to
be taken. No further notification or action will be taken by the CSA, unless the CSA
deems it appropriate.

Timeliness

WACIC/NCIC records must be entered promptly to ensure maximum system effectiveness.
Records must be entered according to standards defined in the ACCESS, WACIC, and
NCIC operational procedures.

Accuracy and Completeness

The accuracy of WACIC/NCIC data must be double checked and documented, including the
initials and date by a second party. The verification should include assuring the data in the
WACIC/NCIC record matches the data in the investigative report and that other checks were
made. Agencies lacking support staff for this double checking should require the case
officer to check the record.

Complete records of any kind include all information available on the person or property at
the time of entry. ACCESS recommends “packing the record” for all entries. Complete
inquiries on persons include numbers that could be indexed in the record (i.e. Social
Security Number, Vehicle Identificaiton Number (VIN), Drivers License Number, etc.).
Inquiries should be made on all names/aliases used by the suspect. Complete vehicle
inquiries include VIN and license plate numbers.

Record Validations

NCIC/WACIC validation listing are prepared pursuant to a schedule, as published in the
WACIC Manual. These listings are distributed to the originating agency via File Transfer
Protocol (FTP).

Validation requires the originating agency to confirm the record is complete, accurate, and
active. Validation is accomplished by reviewing the original entry and current supporting
documents, and by recent consultation with any appropriate complainant, victim, prosecutor,
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court, motor vehicle registry files, or other appropriate source or individual. In the event the
ORI is unsuccessful in its attempts to contact the victim, complainant, etc., the entering
agency must make a determination based on the best information and knowledge avaitable
whether or not to retain the original entry in the file.

The agency must sign the validation centificate and fax, mail, or email a copy to the
ACCESS Section each month certifying the records were validated. If the CSA has not
received a validation certificate response from an agency within the specified period of time,
the CSA will purge all records which are the subject of that agency’s validation listings from
NCIC and WACIC.

Security Responsibilities

Technical Roles and Responsibilities

All agencies participating in ACCESS must comply with and enforce system security.

Each interface agency (city, county, or other agency) having access to a criminal justice
network must have someone designated as the security POC. A criminal justice network is
a telecommunications infrastructure dedicated to the use by criminal justice entities
exchanging criminal justice information. Security POCs shall be responsible for the
following:

1. ldentifying the user of the hardware/software and ensuring that no unauthorized
users have access to the same

2. ldentifying and documenting how the equipment is connected to the state system

3. Ensuring that personnel security screening procedures are being followed as stated
in the CJIS Security Policy

4. Ensuring that appropriate hardware security measures are in place

5. Supporting policy compliance and keeping the WSP Information Security Officer
(ISO) informed of security incidents

6. If the technical POC changes at your agency, complete a System Memo 550

indicating the newly appointed technical POC

Security Enforcement

Each interface agency is responsible for enforcing system security standards for their
agency, in addition to all of the other agencies and entities to which the interface agency
provides CJIS and Washington State Department of Licensing (DOL) records information.
Authorized users shall access CJIS and DOL systems and disseminate the data only for the
purpose for which they are authorized. Each criminal justice and non-criminal justice
agency authorized to access FBI CJIS systems and DOL shall have a written policy for the
discipline of policy violators.

Technical Security Training

All Information Technology (IT) employees who have access to and those who have direct
respaonsibility to configure and maintain FBI CJIS systems must review security awareness
training within six months of their appointment or assignment. Documentation pertaining to
the materials used and those employees which receive security awareness training shall be
maintained in a current status.

Physical Security

A physically secured location is a criminal justice facility, an area, a room, a group of rooms,
or a police vehicle that is/are subject to criminal justice agency management control/security
addendum and which contain hardware, software, and/or firmware (e.g., information system
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servers, controlled interface equipment, associated peripherals or communications
equipment, wire closets, patch panels, etc.) that provide access to the CJIS sensitive
facilities and restricted/controlied areas shall be prominently posted and separated from
non-sensitive facilities and non-restricted/controlied areas by physical barriers that restrict
unauthorized access.

All personnel with access to computer centers, terminal areas, and/or areas where CJIS
information is housed shall either be escorted by authorized personnel at all times or receive
a fingerprint-based background check.

Personnel Security

To verify identification, state of residency and national fingerprint-based record checks shall
be conducted within 30 days of initial employment or assignment for all personnel who have
authorized access to FBI CJIS systems and those who have direct responsibility to configure
and maintain computer systems and networks with access to FBI CJIS systems. All
requests for system access shall be made as specified by the CSO. The CSO or their
official designee is authorized to approve CJIS systems access. All official designees to the
CSOQ shall be from an authorized criminal justice agency.

Support personnei, contractors, and custodial workers who access computer terminal areas
shall be subject to a state of residency and national fingerprint-based record check, unless
these individuals are escorted by authorized personnel at all times. Authorized personnel
are those persons who have passed a state and national fingerprint-based record check and
have been granted access.

Private Contractors/Vendors

Private contractors shall be permitted access to CJIS record information systems pursuant
to an agreement which specifically identifies the contractor's purpose and scope of providing
services for the administration of criminal justice. The agreement between the criminal
justice government agency and the private contractor shall incorporate the CJIS Security
Addendum approved by the Director of the FB. Private contractors who perform the
administration of criminal justice shall meet the same training and certification criteria
required by governmental agencies performing a similar function, and shall be subject to the
same extent of audit review as are local user agencies.

Computer Security
All computers accessing CJIS data must have the following, as outlined in the CJIS Security
Policy:

1. Password management
2. Current virus protection
3. Firewalls

Compliance Audits

The FBI CJIS Division requires triennial audits conducted by the CSA to review CJIS
standards of compliance and provide recommendations for best business practices. WSP
audit staff provide three types of reviews:

1. Agency Compliancy Review: WSP Auditors conduct an administrative interview
with the TAC. The interview includes questions to determine adherence to
WACIC/NCIC policy requirements including:
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TAC responsibilities

ACCESS certification and re-background of ACCESS users
System security

Criminal history use and dissemination

National Instant Criminal Background Check System (NICS)
Record entry and maintenance

Hit confirmation

ORIl usage and administration of criminal justice functions
Written procedures

Validation efforts

T Taemeanoe

Z2. Data Quality Review: WSP Auditors conduct an on-site data quality review.
Auditors compare NCIC/WACIC records against agency case files. Auditors check
for accuracy, completeness, and verify entry and removal practices. The auditors
document records with errors for the agency to update.

3. Auditor Recommendations for Best Practices: WSP Auditors provide a
compliance report of information received during the interview and data quality
review. They provide recommendations for best business practices.

VIIl. Technical Security Audits
The agency is responsible for compliance to technical standards set forth by ACCESS and
the CJIS Security Policy. Technical security audits will follow the WACIC/NCIC triennial
audit schedule.

1. Agency Compliancy Review: The WSP ISO performs securlty audits addressing
the following compliance areas:

Security enforcement

IT Security

Advanced authentication
Encryption

Internet

Wireless

Security incidents
Written procedures

e M
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WSP ACCESS USER ACKNOWLEDGMENT

As an agency head/director, | hereby acknowledge the duties and responsibilities as set forth in
this ACCESS User Acknowledgement, as well as those documents incorporated by reference. |
acknowledge that these duties and responsibilities have been developed to ensure the

reliability, confidentiality, completeness, and accuracy of all records contained in or obtained by

means of the WACIC/NCIC system.

| also acknowledge that a failure to comply with these

duties and responsibilities will subject my agency to various sanctions. These sanctions may
include the termination of ACCESS/WACIC/NCIC services to my agency.

| further understand DOL may review activities of any person who receives vehicle, vessel, and
firearm record information to ensure compliance with limitations imposed on the use of the
information. The DOL shall suspend or revoke for up to five years the privilege of obtaining
information of a person found to be in violation of RCW 42.56 RCW. | understand misuse of this
information is a gross misdemeanor and is punishable by a fine not to exceed $10,000 or by
imprisonment in a county jail not to exceed one year, or both such fine and imprisonment for
each violation. RCW 46.12.390.

| Lakewood Muni Court

WAQD27201J
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-1 Andrew E. Neiditz
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ﬁAgency Head Emall

dwright@cityoflakewood.us

_'Number

253 983-7745

-_Agency Head Slgnature
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fTechnlcaI POC Name
(printed): :

V - fefa &t
Julie Skaw

EIT POC Telephone Number.

- 253 983 7812

IT POC Emaili L

- |skaw@cityoflakewood.us

A>T ///“g/zl/ju— —
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Please return a copy of this signature page fo ‘the WSP ACCESS Section.
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Attachment A
24x7 Hit Confirmation Agreement
24x7 Hit Confirmation Agreement
Must be completed by agencies who:
A. Provide 24/7 teletype printer coverage for another agency.
B. Receive 24/7 teletype printer coverage from another agency.

Every terminal agency that enters records destined for NCICAWACIC must ensure hit
confirmation is available for all records, except lll, 24 hours per day either at the agency or
through a written agreement with another agency at its location. The terminal agency printer
must be monitored 24 hours per day. In the event that 24 hour per day hit confirmation
coverage is not available, the terminal agency printer must be capable of being forwarded to a
24 hour a day facility. A 24 hour telephone number of the agency responsible for confirming hits
must be placed in the Miscellaneous Field of every entry.

Parties who enter into this agreement must adhere to the response times and regulations set
forth in the ACCESS/WACIC/NCIC manuals and the CJIS Security Policy. This interagency
agreement must be current and approved by the CJIS Systems Agency (CSA), the Washington
State Patrol (WSP) before agencies adopt the policies and procedures set forth by the
agreement.

Termination of Agreement

This agreement shall remain in effect unless terminated by either agency upon thirty {30) days
written notice to the criminal justice agency, and the contractor. The agency terminating the
agreement must also formally notify the WSP ACCESS Section within the thirty (30) days.
Termination of this agreement requires the agency printer to be forwarded to another 24 hour
per day facility.

| hereby acknowledge the responsibility and duty to perform teletype hit confirmation to the
terminal agency 24 hours per day within the requirements defined by NCIC/WACIC and the
CJIS Security Policy.

'Agency Providing 24/7 Coverage: |

ORI o

_Agfe_fp'c'y.'l-__l_eéd Name (printed):

Agency Head Signatyre: Date:
Agency Receiving 24/7 Coverage:
Agency Head Name (printed):
Agency Head Signature: Date:
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Attachment B
Holder of the Record Agreement
Holder of the Record Agreement
Must be completed by agencies who:
A. Use their ORI to enter another agency’s records.
B. Have their records entered under another agency’s ORIL.

A Holder of the Record Agreement (HORA) is required when an agency uses their ORI to enter
another agency’s records, thus becoming the holder of the record. The holder of the record is
defined as an agency that is using their ORI to enter another agency’s records. The owner of a
record is defined as the agency where the record originated.

The purpose of this agreement is to establish responsibility for records entered in WACIC and

NCIC by the holder of record under its NCIC assigned ORI on behalf of the owner of record. As

they relate to records entered for the owner of record, the holder of record assumes the

following responsibilities:

Responsibility for data entry.

Responsibility for documentation.

Responsibility for cancellation and modification of entries.

Responsibility for timeliness of entries, cancellations and modifications.

a) The owner of the record is also responsible for providing the HORA with
information for entry in a timely manner.

Responsibility for hit confirmation.

Responsibility for validation of entries.

N2

oW

The holder of record must adhere to the regulations set forth in the ACCESS/WACIC/NCIC
manuals and the CJIS Security Policy. This interagency agreement must be current and
approved by the CJIS Systems Agency {CSA), the Washington State Patrol {(WSP) before
agencies adopt the policies and procedures set forth by the agreement.

Termination of Agreement

This agreement shall remain in effect unless terminated by either agency upon thirty (30) days
written notice to the criminal justice agency, and the contractor. The agency terminating the
agreement must also formally notify the WSP ACCESS Section within the thirty (30) days.
Termination of this Agreement shall not negate the obligation of either party to maintain records
entered under this agreement to ensure their accuracy and tlimeliness.

Agency Acting as the

Holder of the Record
ORI -

Agency Head Name (pnnted)@:

Date:

Agency Actingasthe
Owner of the Record: -

ORI

:.Agency Head Name prlnted): .

Agency Head Slgnature i

Date;
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Attachment C
Inter-agency Agreement
Inter-agency Agreement
Must be completed by agencies who:
A. Provide criminal justice services to another agency.
B. Receive criminal justice services from another agency.

An inter-agency agreement describing the criminal justice services provided andfor received by
an agency must be in place.

Agency Providing Service:

Agency Receiving Service:

Law Enforcement Support Agency

Lakewood Muni Court

Services Provided (check all that apply):

Hit confirmation
Dispatch

Record entry
Record validations

L]
[]
[]
[
[]

|:| Gun transfers/Concealed Pistol Licenses (CPLs)
Xl Use of regional management system

El Terminal connection to ACCESS

D Information Technology {IT) services

Other services (describe):

Parties who enter into this agreement must adhere to the regulations set forth in the
ACCESS/WACIC/NCIC manuals and the CJIS Security Policy. This interagency agreement
must be current and approved by the CJIS Systems Agency (CSA), the Washington State Patrol
(WSP) before agencies adopt the policies and procedures set forth by the agreement.

Termination of Agreement

This agreement shall remain in effect uniess terminated by either agency upon thirty (30) days
written notice to the criminal justice agency, and the contractor. The agency terminating the
agreement must also farmally notify the WSP ACCESS Section within the thirty {30) days.

Agency Providing =~
Criminal Justlce Servnce(s)

Law Enforcement Support Agency

E ORI

WAO27013N

;:Agency Head Name (prlnted)

Thomas R Orr

g Agency Head Slgnature

Date:

-Agency Receiving . -
Criminal Justice: Ser\nce(s)

Lakewood City Attorney /<.

lf OF LAt exd
‘ Har Gt A8 A g

ORI:

TR
WAD27201J S

f}”"f

Llerae Heiti Vl/t?if

Agency Head Name (prlnted)

An/drewE Neiditz ,\

Agenc_y' ,Head-Slgnature:

N it Dateé;%“

7 ) bf w,”r
2011 ACCESS UserA

ATH
AT /g({;;?

owledgf_-ment

z:")//“\

At b{{_ﬁf/ (,/ZjC’L(.(‘iﬁé o /7




